
On 2018/04/20, Mrs. Levine reported 
severe itching, soreness, and 
reddening of the genital area and 
an inability to sit while on therapy 
with dapagliflozin (started on 
2018/04/10).

Free-text descriptions of suspected 
adverse drug reactions can be 
crucial in the analysis of the effects 
of medicines [1]...

...but might include personal 
identifiers that could compromise 
patient confidentiality.

Removing personal identifiers can 
allow sharing information between 
organizations working to protect 
patient safety.

For this study, we considered names, 
dates, and locations as personal 
identifiers, and all other tokens as not 
personal identifiers (‘non-personal’).
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(?<=(\b(mrs|MRS|Mrs)[^\w][^\w]))<Token>(?=(\b))

(?<=(\b(mrs|MRS|Mrs|pt:|PT:|Pt:)[^\w]))<Token>(?=(\b))

(?<=(\b(mr|MR|Mr|ms|MS|Ms)[^\w]))<Token>(?=(\b))

(?<=(\b(name:|NAME:|Name:)[^\w]))<Token>(?=(\b))

Dictionary of known last names: Levine

Dictionary of known last names: Hendrix
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The proposed method can remove personal identifiers 
in free-text narrative descriptions of suspected adverse 
drug reactions with high recall and intermediate 
precision even though it was trained only on medical 
records. Fine-tuning, and possibly re-training parts of 
the method directly on reports of suspected adverse 
drug reactions can be expected to further improve 
performance.
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On 300 narratives from VigiBase, 
the World Health Organization’s 
global database of individual case
safety reports [4].

90%
recall of personal 
identifiers

45%
precision

VigiBase

On held-out 1/4 of the i2b2 2014 
validation data set.
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Rule-based componentStandard part-of-speech tagger

Convolutional neural networksLong short-term memory neural networks

Individual 
algorithms:

521 medical records from 
training set of the 2014 i2b2 
de-identification challenge [3].

Ensemble:
3/4 of the 269 records in the 
validation set from 
the same challenge.
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